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Our Lady’s Secondary School  
 

Data Protection Impact Assessment 

(DPIA) 
 
This DPIA is based on the template issued by the UK supervisory authority, 
the Information Commissioner’s Office (“ICO”) in circumstances where the 
Irish supervisory authority (the Data Protection Commission) has not issued 
any such template.  This DPIA is designed to demonstrate Our Lady’s 
Secondary School’s compliance with GDPR in the course of administering the 
thermal cameras with full facial recognition at four different entrances to the 
school as a Covid19 pandemic response measure.   
 

Submitting controller details 

Name of controller Board of Management Our Lady’s 
Secondary School, Castleblayney, 
Co. Monaghan 

Name of controller contact person  School Principal. Mr. Eddie Kelly 

 

Step 1: Identify the need for a DPIA 

Keeping schools open during the Covid19 pandemic is a stated priority of the 
Irish Government1.  The World Health Organisation (“WHO”) states: “School 
closures have clear negative impact on child health, education and 
development, family income and the overall economy2”. Amongst other things, 
the School is a gateway for vulnerable children accessing child protection and 
child welfare services.  The Board of Management of Our Lady’s Secondary 
School (the “BOM”) has determined that in addition to hygiene practices 
(hand-washing, age-appropriate mask use etc), social-distancing practices 
(eg. Desk distancing, etc), and cleaning (eg surface cleansing and ventilation) 
etc, the School has had to consider what additional health and safety 
measures can be adopted to discharge the following legal obligations:  

(a) For our students: our duty of care to ensure their health and well-

                                                 
1 See Statement of An Taoiseach Micheál Martin announcing Ireland moving to Level 5, published 19 
October 2020: “It is the view of the Government, supported by the advice of NPHET, that our schools 
and childcare services should remain open. […] As a Government we have invested heavily to support 
[the effort to keep schools open] and we will continue to work with school leaders to keep schools open”.   
2 WHO “Coronavirus disease (Covid-19): Schools. Published 18 September 2020.   
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being.  

(b) For our staff: Section 8 Health, Safety and Welfare at Work Act 2003, 
and in particular the employer’s obligation to manage and conduct work 
activities in in such a way as to ensure, so far as is reasonably 
practicable, the safety, health and welfare at work of his or her 
employees, and to prevent (insofar as is reasonably practicable) 
matters likely to put the safety, health or welfare at work of his or her 
employees at risk, and to design, provide and maintain a workplace 
that is safe and without risk to health.   

Therefore, in addition to all the safety measures already in place, the BOM 
has funded the installation of four thermal cameras with full facial recognition 
at four different entrances to the school that will record the temperature of 
staff, students and visitors as they pass by the camera. The sole purpose of 
these cameras is to detect any person with a high temperature entering the 
school, to facilitate early interception, to commence appropriate intervention 
(eg. contacting parent/guardian to access HSE testing), and to minimise the 
potential exposure of more people.   High temperature is only one symptom of 
COVID-19. It is accepted that not all these measures, if taken alone, would 
detect Covid19 or protect the School population from Covid19 circulating 
within the school. However, it is hoped that by implementing a “Swiss Cheese 
model of pandemic defence3” community, it is hoped that the combination of 
these measures where all taken together will provide an early detection 
system to keep the School community safe.  The data recorded on the 
cameras is stored on a school based server that only members of the senior 
management team and office staff have access to.  The system data are only 
be checked in the event of the cameras indicating a high temperature. If a 
high temperature is detected, a cascade of protocols is then activated by 
school senior management:  

 Prompt interception; 

 Directing the student to the designated isolation area within the school 
building;  

 Contacting parent/guardian to arrange for collection, and to discuss 
accessing testing etc;  

 Contacting the HSE for further advice.  

 

                                                 
3 See further graphic model illustrated by Australian virologist Ian MacKay: “The Swiss Cheese 
Respiratory Virus Pandemic Defence: recognising that no single intervention is perfect at preventing 
spread. Each intervention (layer) has imperfections (holes). Multiple layers improve success”. See 
further New York Times 5 December 2020: “The Swiss Cheese Model of Pandemic Defense”.  
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Step 2: Describe the processing 

Describe the nature of the processing 

The thermal imaging cameras and associated system (the “System”) is based 
on biometric data.  The System consists of thermal cameras with facial 
recognition at four (4) different entrances to the school. The cameras are 
located at the following areas: 

 Main school entrance 

 Doors at Room 10 

 Doors at Room 16 

 Doors beside the shop in the General Purpose Area 

The System assesses the temperature of staff, students and visitors as they 
pass by the camera. The System works as follows:  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The sole purpose of these cameras is to detect any person with a high 
temperature entering the school in order to safeguard and protect our staff 
and students against one of the symptoms of COVID-19. The System uses 
biometric data. Biometric data are defined in GDPR as “personal data 
resulting from specific technical processing relating to the physical, 
physiological or behavioural characteristics of a natural person, which allow or 
confirm the unique identification of that natural person, such as facial images 
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If a high temperature is detected (i.e. 
38 degrees or above) the system 
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photograph of the student concerned 
and their name.   
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or dactyloscopic data”.  The data are considered in the “high risk” category 
because they are both Article 9 data, and they are data relating to children. 

The System has been implemented within the School on the legal basis of 
“Explicit Consent”.   

Option 1 for anyone who does not Consent: If someone has not given their 
Consent, then no biometric image concerning them is stored on the System. If 
the parent has not given their Consent to their child’s biometric data being 
used by the System then if a high temperature is detected, an email is sent to 
the Principal and Deputy Principal, but the System is unable to tie the image 
to any saved data, therefore the name section in the email is blank.    

Option 2 for anyone who does not Consent: In addition to Option 1, if 
someone does not want to pass by one of the cameras, the School has 
ensured their preferences can be respected by only installing the cameras at 
4 out of 7 entrances to the school. Any student, staff member or visitor to the 
school who does not want to pass by one of these cameras can enter the 
school at 3 other locations:   

 Doors at Room 06 

 Doors at Room 19 

 Doors at Room 26 

The System data are stored internally on the School server. Third parties do 
not process the data, and are not given routine access the data.   

 

Describe the context of the processing:  

Nature of the relationship: Strong pre-existing legal relationships with 
onerous duty of care.  The processing relates to students, staff, and other 
members of the School community.  These are all people to whom the School 
has a duty of care to safeguard their health and safety.  Safeguarding their 
health and safety during the Covid19 pandemic has been the driver of 
installing this system.   

How much control will they have? Control in 2 ways: option not to walk 
passed the camera (ie only installing the cameras in 4 out of 7 entry points), 
and option not to give Consent to their image being stored on the System.   

Would they expect you to use their data in this way? Yes, this has been 
fully disclosed as part of the School’s plan to reopen safely during Covid19.  

Do they include children or other vulnerable groups? Yes – the data of 
children (ie students under 18 years).  We have therefore engaged with their 
parents.   

Are there prior concerns over this type of processing or security flaws? 
No known security flaws, however there has always been reluctance to use 
biometrics in the education sector as the applications to which it has been 
applied to date (eg. school attendance records) is generally always 
considered to be disproportionate to the objective. However, in these unique 
circumstances of a global health pandemic and schools having to find a way 
to safely reopen, the School considers that the System is a proportionate 
response to the situation.   

Is it novel in any way? Yes, the System is new to the School.  
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What is the current state of technology in this area? The system is based 
on current technology, with appropriate safeguards.   

Are there any current issues of public concern that you should factor 
in?  The School is responding to a unique public health situation with due 
consideration to people’s concerns regarding privacy and data protection.   

Are you signed up to any approved code of conduct or certification 
scheme (once any have been approved)? Not applicable.   

 

 

Describe the purposes of the processing  

There is no commercial benefit whatsoever to the School in utilising the 
System. The sole purpose of the System is to safeguard the health of the 
School Community in the context of the global pandemic by detecting one of 
the symptoms of COVID-19 so that the person with the fever can be isolated 
pending medical intervention and testing.   

Step 3: Consultation process 

Consider how to consult with relevant stakeholders 

A consultation process has taken place with all relevant stakeholders as 
follows: 

 Online Parents Meetings the week beginning 17th August 2020 as the 
School made advanced preparations to re-open during Covid19 (after 
several months of school closure across the education sector in Ireland).    

 Message to Parents via the school App: “The Board of Management of 
Our Lady’s Secondary School have funded the installation of four thermal 
cameras with full facial recognition at four different entrances to the school 
that will record the temperature of staff, students and visitors as they pass 
by the camera. The sole purpose of these cameras is to detect any person 
with a high temperature entering the school in order to safeguard and 
protect our staff and students against one of the symptoms of COVID-19. 
The data recorded on the cameras is stored on a school based server that 
only members of the senior management team and office staff have 
access to.  This data will only be checked in the event of the cameras 
indicating a high temperature. The data recorded will not leave the school 
and it won’t be shared with any outside parties. If you have any queries or 
concerns in relation to these cameras or if you do not give consent for 
your temperature to be recorded as you walk past these cameras please 
email me your concerns and I will bring them to the attention of the Board 
of Management. 

 Staff Meeting 28th August 2020.   

 Email to Staff 27th August 2020: “The Board of Management of Our Lady’s 
Secondary School have funded the installation of four thermal cameras 
with full facial recognition at four different entrances to the school that will 
record the temperature of staff, students and visitors as they pass by the 
camera. The sole purpose of these cameras is to detect any person with a 
high temperature entering the school in order to safeguard and protect our 
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staff and students against one of the symptoms of COVID-19. The data 
recorded on the cameras is stored on a school based server that only 
members of the senior management team and office staff have access to. 
 This data will only be checked in the event of the cameras indicating a 
high temperature. The data recorded will not leave the school and it won’t 
be shared with any outside parties. If you have any queries or concerns in 
relation to these cameras or if you do not give consent for your 
temperature to be recorded as you walk past these cameras please email 
me your concerns and I will bring them to the attention of the Board of 
Management. 

 Consultation with all visitors to the school (ongoing) 

 Responding to queries/contact from parents.   

 

 



7 

 

Step 4: Assess necessity and proportionality 

Describe compliance and proportionality measures, in particular: what is 
your lawful basis for processing? Does the processing actually achieve your 
purpose? Is there another way to achieve the same outcome? How will you 
prevent function creep? How will you ensure data quality and data 
minimisation? What information will you give individuals? How will you help to 
support their rights? What measures do you take to ensure processors 
comply? How do you safeguard any international transfers? 

Lawful basis for processing: Article 9 – Explicit Consent.  

Does the processing actually achieve your purpose? Yes.   

Is there another way to achieve the same outcome? The School could 
manually take each person’s temperature, however that would:  

(a) Take a much longer;  

(b) Require increased staffing levels (at least one member of staff at each 
entry point); 

(c) Lead to queues forming, contrary to the directions around social 
distancing when the School is trying to avoid congested situations; and   

(d) Be more embarrassing for individuals who read with a high 
temperature, because the news about their high temperature might be 
noticed by other queuing behind them.   

How will you prevent function creep?  See the School’s solicitor’s legal 
advices (email 7th September 2020) summarised on page 10 of this DPIA.  

How will you ensure data quality and data minimisation?  Everyone 
participating in the System has been advised that the temperature check 
function on the System is not 100% accurate, and it is possible to have “false 
positives” or for the System to miss high temperatures.  The System has a 
relatively short data retention period of 28 days[ 

How will you help to support their rights? Everyone in the school 
community is already aware of, and has the change to exercise their Article 
15-22 rights. That is fully explained in the school’s Data Protection Policy.   

What measures do you take to ensure processors comply? The System 
provider was retained pursuant to a standard Data Processing Agreement 
compliant with Article 28 GDPR. At the moment, the System is hosted on the 
School’s internal server, and there are currently no additional data processors 
involved.   

How do you safeguard any international transfers? No international 
transfers undertaken.  

 

 

 

 

Step 5: Identify and assess risks 
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This section describes the potential impact of the risk (ie the potential impact 
on individuals). Assess the probability of the risk happening. The Risk matrix 
should identify the probability of the risk arising, measured against the 
possible outcome or impact if the risk were to arise (eg. in terms of harm, 
damage, or distress which could be caused). 
 

Formula: Probability of Risk Happening x Impact of Risk 

The risk matrix will enable the School to quantify the risk identified and assess 
whether the risk outcome is to be: accepted, mitigated to reduce risk, or 
eliminated. It also assists the BOM in identifying risk-mitigating measures and 
controls that can be put in place to reduce or eliminate privacy risks.   
 
0 – 6 = Low Risk 
 

Impact of Risk 
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12 -18 = Medium Risk 
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 Describe source of risk and nature of 
potential impact on individuals.  

Probability  Impact  Overall risk  

R
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 The people who have given their Consent 
to processing might later change their 
mind.      

Possibly 
occur =3  

Minor =1  3 = Low risk  
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 A visitor to the School (who has not given 
Consent) might have their image 
captured on the system. However, their 
biometric images are not stored on the 
System, so the email that would be sent 
to the Principal and Deputy Principal 
would be “blank” in the name section.  
The School considers this rather unlikely, 
as Visitors to the School are extremely 
rare due to Covid19   

Possibly 
occur =3 

Minor =1   3 = Low risk  

R
is

k
 3

 Someone who gave Consent might later 
say their Consent was not genuine due to 
imbalance of power.  Or the supervisory 
authority, DPC, may view Consent to not 
be genuine due to the context.   

Possibly 
occur =3 

Major =4 
 
 

12 = Medium 
risk. See 
legal 
advices 
summarized 
at page 10 
of this DPIA.  

Step 6: Identify measures to reduce risk 

Identify additional measures you could take to reduce or eliminate risks 
identified as medium or high risk in step 5. Where a data-protection impact 
assessment indicates that processing operations involve a high risk which the 
controller cannot mitigate by appropriate measures in terms of available 
technology and costs of implementation, a consultation of the supervisory 
authority should take place prior to the processing.  

Risk  Options to reduce or 
eliminate risk 

Effect on 
risk 
(Eliminated? 

Reduced? 
Accepted) 

Residual 
risk?  

Measure 
approved?  

1 None.  Accepted  Low.  Yes 

2 None.  Accepted  Low.  Yes 

3 No ability to eliminate or 
reduce this risk.  BOM must 
reach a decision that they will 
accept this risk.   

Accepted  Medium   Yes 

 

 

Step 7: Sign off and record outcomes 

Item  Date 

Measures approved by the Board of 
Management  

___________ 2020  

Residual risks approved by Board of 
Management  

____________ 2020  

Legal advices received and built in to the Millett & Matthews Solicitors  
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School’s plans  

Summary of legal advice: See advices to the Principal 7th September 
2020. The European Data Protection Board released a statement saying 
that body temperature checks are a valid part of the overall health and 
safety response to the global pandemic. The EDPB considers that manual 
temperature checks (eg. handheld device against a person’s forehead at an 
entry point to a building) does not necessarily always involve the processing 
of health data under GDPR. However, once the organisation starts 
processing that data on an automated basis (eg. thermal cameras), it 
involves the processing of special categories of data, “may constitute an 
interference to individuals’ rights to private life and/or personal data 
protection”, and therefore careful prior assessment is required. 
Organisations are legally required to undertake a DPIA. Be responsive to 
any feedback.  Document the Explicit Consent, but understand that 
“Consent” from students/parents is problematic in a schools context and 
from employees is problematic in a workplace context4.   Do not allow 
“mission creep” – this System was introduced as a mitigation measure to 
detect/reduce the risk of Covid infection among the school community.  
Please ensure that the System is completely decommissioned and 
uninstalled once the Covid risk has abated.  It can be tempting for 
organisations to consider repurposing the system for an alternative use, 
especially having regard to the cost of installation, and the effort/time spent 
in getting the system up and running etc.  However, the board of 
management will need to consciously reject the temptation of mission creep.   

 
 
Ratified by the Board of Management April 15th 2021 

Gary Carville 
Gary Carville 
Chairperson of the Board of Management 
Date of next review by the Board of Management: June 2022  
 
 
 
 
 
 
 
  
 

                                                 
4 “Consent” can be problematic for schools in GDPR terms.  Due to the imbalance of power, “Consent” 
is generally considered not genuine in a school or workplace setting.  Consent in schools/workplaces is 
therefore always reserved for scenarios where the proposed processing is truly optional, and a person 
can easily decline with absolutely no adverse consequences. 


